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Université Paris-Saclay

March 27, 2023

Abstract

Innovations in new technologies and information system has raised concerns in con-
sumer privacy and leaded to an academic and policy debate about its regulation. Al-
though privacy regulations have shown to be effective for the consumer privacy, adverse
effects may accompany their introduction. In this paper, we focus on the privacy dis-
crimination of digital markets. We build and estimate a structural model of supply
and demand on the mobile app industry where developers cannot set different data
collection between countries. Our contribution to the economic literature is two-fold.
First, we show that using a structural model of demand, we can estimate the privacy
sensitivity of consumers using observational data. The main advantage of this measure
is to avoid the privacy paradox of surveys, and reproducibility issues of experiments.
We find that French, German and Canadian consumers are privacy-sensitive while US
consumers are not. Second, using counterfactual analyses we find that the market
dominance of the US coupled with the non-privacy discrimination negatively impacts
the privacy in other countries. We find that implementing a regulation for privacy
discrimination between Europe and North America should increase consumer and firm
surplus in all countries, but also the average product quality. However, such regulation
increases the privacy in Europe but decreases it in North America.
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1 Introduction

In the past decades, innovations in new technologies and information systems increased the

firm interest in consumer data. Firm benefits of using consumer data are multiple. It can

be used to improve product quality, to offer new services and personalized content based on

consumer’s characteristics (Acquisti et al., 2016). Consumer data can also be as monetization

strategies by increasing the effectiveness of advertising (Bleier & Eisenbeiss, 2015; Johnson

et al., 2017) or by selling data to other companies. Finally, the use of data allows to price

discriminate consumers (Mikians et al., 2013). However, the increased use of consumer data

by firms has raised concerns about consumer privacy. In fact, the data collection and the

misuse of this data can increase consumer costs. First, individuals may experience a psycho-

logical discomfort when personal information is revealed. Second, using consumer data for

price discrimination allows the firm to capture a part of the consumer surplus (Taylor, 2004;

Valentino-Devries et al., 2012; Mikians et al., 2012, 2013; Ichihashi, 2020). Third, consumers

can be harmed by other forms of discrimination (Manant et al., 2019). Finally, an increase

in consumer costs can be induced by risk of data breaches, resulting in potential identity or

credit card thefts for example. Costs and benefits associated to the use of consumer data

results in trade-off between data disclosure and protection, and to a political and academic

debate. What are the costs and benefits of consumer data? How do we compute them?

Should we implement privacy regulations?

A part of the economic literature focused on estimating the privacy sensitivity of con-

sumers. An obvious way would be to use of surveys asking people whether they care about

their privacy. However, the privacy paradox makes impossible to estimate the privacy sensi-

tivity of individuals using surveys. While individuals often claim that they are interested in

data protection, their privacy concerns are rare translate into their decision-making (Join-

son et al., 2010; Athey et al., 2017; Barth & De Jong, 2017; Barth et al., 2019). Instead of

estimating the privacy sensitivity of individuals, the use of surveys give an estimate of the in-

tention to protect privacy. In order to estimate privacy sensitivity of individuals, researchers

relied on experiments. Using laboratory experiments, a way to measure the privacy sensitiv-
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ity is the price that individuals are willing to pay to protect their privacy. Such experiments

have found evidences of a positive willingness to pay for privacy protection (Hann et al.,

2007; Tsai et al., 2011; Preibusch et al., 2013; Savage & Waldman, 2014). The inherent issue

of laboratory experiments is the reproducibility of results and the external validity. These

results are highly dependent of the contexts of the experiment and participants’ character-

istics and cannot be used to create temporal measure of the privacy sensitivity or reused

in other economic analysis. We contribute to this stream of the literature showing that we

can measure privacy sensitivity of consumers using observational data of products on com-

petitive markets. Using observational data of mobile apps, we use the substitution effect

between them to measure the privacy sensitivity of consumers. Using a structural model of

demand (McFadden, 1986; Berry et al., 1995) we estimate the effect of data collection on the

demand for the mobile app controlling for all app characteristics. We find that collecting

consumer data in France, Germany and Canada decreases the demand, but we do not find

any evidence of privacy sensitivity in the US. Moreover, the privacy sensitivity is higher in

France and Germany than in Canada.

Another part of the economic literature on privacy focused on the impact of privacy

regulations on economic outcomes, and more specifically to adverse consequences of data

regulations. On the health sector, Miller & Tucker (2011) find that the ePrivacy Directive

reduced the hospital’s adoption of electronic medical records systems, which has shown to

deliver better health outcomes to patients. Another field of study is the online ad effectiveness

which is a data intensive sector. Goldfarb & Tucker (2011); Johnson et al. (2021) find that the

introduction of privacy regulations reduced ad effectiveness and firm profits. Finally, a part of

this literature focused on the effect of privacy regulations on innovation and market structure.

Goldfarb & Tucker (2012) emphasize that privacy regulations can change the market structure

and decrease the innovation. Using a theoretical framework, Campbell et al. (2015) formalizes

these predictions. The authors find that a privacy regulation based on the consumer consent

for sharing data increases the cost of all firms in a competitive market, but small and new

firms are the most adversely affected, leading to a concentration of data-intensive markets.
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The empirical literature has validated these predictions showing that privacy regulations

more costly for small and new firms, and find a decrease in innovation and an increase in

market concentration (Janssen et al., 2022; Johnson et al., 2021; Peukert et al., 2022). Our

paper is closely related to this stream of the literature. In this paper we focus on studying

the consequences of a (non-)privacy discrimination. We define the privacy discrimination

as a situation where firms can set different data collection between markets. Our research

questions are the following. What the effect of a privacy discrimination situation, compared

to a non-privacy discrimination situation on consumer surplus, firm surplus, average product

quality, and privacy in competitive markets? Should policymakers compel digital platforms

to let firms privacy discriminate between markets?

To answer these questions, we build and estimate a structural dynamic choice model on

the mobile app industry where developers strategically choice whether to invest in product

quality and to collect consumer data. The interesting feature of the mobile app market,

is the impossibility for firms to privacy discriminate between countries. More specifically,

developers in the markets have to inform consumers about data collection before downloading

the app. However, he has to inform consumers about data collection in all countries the app

is commercialized, even it is not collecting and using consumer data in some of them. In

addition, the part of the US in the total mobile game revenues is about 55% and we show in

the paper that US consumers are not sensitive to data collection1 while French, German and

Canadian consumers are privacy-sensitive. In this situation, developers can have incentives

to collect consumer data in order to increase the quality of the app and revenues in the US,

even if it harms its demand and privacy in other countries. Our results show evidences of

such behaviors. Finally, we estimate counterfactual scenarios where developers can privacy

discriminate between countries. Our results suggest that a privacy discrimination has, at

worst, no impact on consumer/firm surplus and the average product quality in all countries.

With scale economies on costs, we find positive effects on these outcomes. Allowing developers

to set a different data collection in North America and in Europe shows that the European

Union should compel mobile app platforms to allow firms to privacy discriminate. In fact, our

1The data collection do not reduces the demand for the app
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counterfactual shows an increase of privacy in european countries without harming consumer

and firm surplus. However, the introduction of this regulation could decrease the privacy in

the US and Canada.

The paper is divided as follows. In section 2 we write a model of demand and supply

of the mobile app industry. In section 3 we describe the estimation procedure used to solve

the model. In section 4 we describe the database, and show some descriptive statistics.

In section 5 we describe the empirical strategy to solve the model, and show our results.

In section 6 we show the results of our counterfactual analyses. Finally, in section 7 we

discuss our results and the policy recommendation.

2 Model

We write a simple model of app industry equilibrium. Developers in our model take forward-

looking decisions on their collection of consumer data, but also on their investments in product

quality. In the app industry firms cannot discriminate in data collection by country. Hence,

firms take decisions based on their current state but also on the industry state over all

markets. We also make the hypothesis that products in the industry are experience goods

and free to download and consume. However, consumers can purchase additional features

through in-app purchases.

In the dynamic problem, time t is discrete. Each app j is commercialized in a set of

country Cj and defined by a set of state variables ωj. Since mobile apps are experience

goods, we define two state variables describing the quality of the product: ξj, is the perceived

quality of the app before downloading it, and qj id the actual quality of the app, revealed

only after downloading it. We define DCj, the data collection type, indicating whether the

app is collecting consumer data. Finally, dljt ≡ [dljt,t, dljt,t−1, ..., dljt,0] where dljt,τ is the

number of time an app j at time t has been downloaded during the period τ . In each market

m, combination of a country c and a period t, nm commercialized apps are observed by the

econometricians.
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We define the utility of a consumer i in country c at time t for app j as follows:

Uijtc = −αcDCjt + γXjt + ξ̃jtc + ϵijtc (1)

where Xjt are observed app characteristics. ξ̃jtc is a dimension of quality differentiation unob-

served by the econometrician. We allow the parameter α, measuring the effect of consumer

privacy concerns on demand, to vary across country c. Assuming that the idiosyncratic

taste of consumers ϵijtc is i.i.d extreme value distributed, we obtain the following equation of

market share:

Sjtc =
exp(−αcDCjt + γXjt + ξ̃jtc)

1 +
∑

k∈nm
exp(−αcDCkt + γXkt + ξ̃ktc)

(2)

Normalizing the outside option of downloading another app than observed ones S0tc to 0 and

using the Berry et al. (1995) ’s inversion, we obtain the following estimable equation:

ln

(
Sjtc

S0tc

)
= −αcDCjt + γXjt + ξ̃jtc︸ ︷︷ ︸

ξjtc

(3)

We define ξjtc as the mean app quality perceived by consumer before downloading the app.

On the supply side, we do not add structure to the per-period profit equation. First, all

observed apps are free to download2 and do not require to model price competition between

firms. Second, we have a lack of data to properly model firm revenues. We do not have data

on the number of active users, time usage, information about in-app purchases characteristics

and prices or ad frequency necessary to properly model the revenue. However, we emphasize

that a reduced form equation should not significantly impact our results. After the download

of an app, competition resulting from the use of different monetization strategies, with dif-

ferent intensities should be completely captured by a measure of app quality. In fact, an app

with intrusive advertisements should have a lower quality resulting in a lower per-download

usage, spending and henceforth, revenue. We define as follows the revenue equation of an

2In May 2022, more than 95% of mobile games are free to download.
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app j at time t:

Rjt =
∑
c∈Cj

Rjtc(dljtc, qjt|θr) (4)

where Rjtc is the revenue of app j at time t in country c. dljtc ≡ [dljtc,t, dljtc,t−1, ..., dljtc,0] is

a vector of present and past number of downloads. Specifically dlt,τ is the number of time an

app j at time t has been downloaded during the period τ . qjt the actual quality of the app

discovered only after downloading and consuming the app. In our model the perceived quality

impacts only indirectly revenue through the demand for app and the number of downloads.

We now discuss the dynamic problem of the firm. In our model, we consider that de-

velopers take forward-looking decisions about data collection, and quality investments. We

denote by ndc an app with the non-data collection type, and dc apps with data collection

type. At each period t, each app j must choose an action a ∈ Ak with k ∈ [ndc, dc] where

Ak is the set of possible actions for an app of type k. The set of possible actions is different

between data collection types:

Adc
jt =


Updatedcjt

dcjt−1 → ndcjt & Updatendcjt

∅jt

Andc
jt =


Updatendcjt

ndcjt−1 → dcjt & Updatedcjt

∅jt

(5)

Updatekjt is taking value 1 if the developer of the app of type k decides to update the app.

In our model, update decision refers to the decision of investing in app quality. In fact to

introduce new features or to correct bugs in the app, developers have to release a new version

which is only possible with an update of the app. The second possible action for developers

is to change his data collection type, and is denoted kjt−1 → k′jt where k is the app data

collection type and k′ the other type. In the case where the developer decides to start or stop
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the data collection mobile app platforms compel them to release a new app version. Finally,

developers can decide to do nothing (i.e to not update the app and to not change the data

collection type).

We now discuss how our state variables ωjtc ≡ [DCjt, ξjt, qjt, dljtc] that evolve from one

period to the next one. The evolution of DCjt and dljtc is deterministic. DCjt is only

determined by the data collection type of the previous period, and the action chosen by

the developer. The data collection type remains unchanged unless the developer decides to

change it. The actual number of downloads is the product of the market share Sjtc and the

market size Itc: dljtc,t = SjtcItc and past downloads are defined by dljtc,τ = dljτc,τ ,∀τ < t.

For ξjt and qjt, the evolution from one period to next one is probabilistic. The evolution of

ξjt depends on its own perceived and actual quality, and whether the app is updated. An

increase in actual quality should increase the perceived quality of the app because of word to

mouth or press reviews. Another potential mechanism explaining the positive effect of the

actual on perceived quality comes from the algorithm of the Google Play Store to rank apps.

While algorithms are not well known, it is probably the case that high actual quality apps

are more likely to be promoted by the platform resulting in a decrease of search costs. In

the same spirit, updating the app has a positive effect on the perceived quality even if there

is no quality improvement. Mobile app platforms have categories for recently updated app

only. Only apps updated in the last 30 days are published, resulting in a decrease of search

costs to find these apps. We assume that the perceived quality is bounded and can only take

a finite number of discrete values. We denote the evolution function of ξjtc as follows:

pξ(ξjtc|ξjt−1c, qjt, Updatejt) = gξ(ξjt−1c + ∆ξ|ξjt−1c, qjt, Updatejt) (6)

where ∆ξ is the change in ξ from one period to the next one, and gξ(.) is a non-parametric

function. The evolution of qjt is quite similar. The change in qjt from one period to the next

one is function of the actual quality and whether the app is updated. However, we consider

two types of updates according to the data collection type UpdateDC ≡ [Updatedc, Updatendc].

We make the hypothesis that using consumer data allows developers to introduce new features
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that are impossible to implement without consumer data. Consumer data can also be used

to understand better the preferences of consumers, and to improve existing features with

personalized contents and recommendations. Finally, consumer data can also be used for

targeted ad that are preferred by consumers than non-targeted ads. We assume that the

actual quality is bounded and can only take a finite number of discrete values. We denote

the evolution function of qjt as follows:

pq(qjt|qjt−1, Update
DC
jt ) = gq(qjt−1 + ∆q|qjt−1, Update

DC
jt ) (7)

where ∆q is the change in q from one period to the next one, and gq(.) is a non-parametric

function.

The decision to invest in app quality and the choice of the data collection type are

decided strategically based on the current costs θc and the expected future stream of revenues.

Assuming stationary, dropping indexes c and t and denoting by prime the next period for

simplicity, we write the dynamic problem of developers as follows :

Vj(ωj, ω−j|θ) = max
akj∈Ak

{
Rj(ωj, ω−j|αc, θr)− cj(a

k
j , UpdateçDCj, dlj|θc)

+ βE
[
Vj(ω

′
j, ω

′
−j|ωj, ω−j, a

k
j , θ)

]} (8)

where Vj is the value function. β is the discount factor. c(.) is the cost function depending on

the chosen action, the type of update, and the number of downloads, a proxy for app usage.

Finally, θ is the whole set of parameters: θ ≡ [αc, θc, θr]. In the dynamic problem, the value

function depends on his own state ωj, but also to the state of the entire industry ω−j.

The solution of equation (8) is a strategy profile aj = Ωj(ωj, ω−j|Ω−j). We assume the

existence of Markov Perfect Equilibrium (MPE ) satisfying the following condition:

Vj(ωj, ω−j|Ω̃j, Ω̃−j) ≥ Vj(ωj, ω−j|Ω∗
j , Ω̃−j) (9)

where Ω̃j is the markov perfect equilibrium strategy for the developer of app j and Ω∗
j any
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alternative strategy and represents a unilateral deviation from the equilibrium.

3 Estimation procedure

3.1 Oblivious equilibrium

Different methods have been proposed to find the MPE of the dynamic game such as Bajari

et al. (2007); Aguirregabiria & Mira (2007); Pakes et al. (2007) methods. However, due to the

large number of applications competing in the industry these methods are computationally

intractable. In fact, it would require to compute all unilateral deviations from the equilib-

rium of each developer leading to a computational burden. Instead, we use the concept of

Oblivious Equilibrium (OE ) introduced by Weintraub et al. (2008). The OE can be used to

approximate the MPE in the particular context of a large number of players. More specifi-

cally, Farias et al. (2012) states that OE approximates better MPE as the number of players

increases and the market is not overly concentrated. The idea behind the notion of OE is

that, when the number of player is large, changes in the state of the industry would average

and remains constant over time. In this case, making a decision looking at the industry

steady state is nearly the same as looking at the state of all competitors. Moreover, this

assumption is particularly suitable for our analysis. Considering the very large number of

mobile apps on mobile app platforms, it is very unlikely that developers have information

about the state of all competitors. Hence, they are more likely to make decision based on

aggregated measures of the industry state. We rewrite equation (2) using the notion of OE :

Sjtc =
exp(−αcDCjt + ξjtc)

1 +
∑

k∈DC

∑
l∈ξ n

k,l
tc exp(−αDCk

t + ξltc)
(10)

where nk,l
tc is the expected number of apps at steady state with a data collection k and a

perceived quality l in country c at time t. The demand side equation no longer depends on

the data collection and perceived quality of each competitor, but only the expected number

of apps at each possible state. It simplifies the dynamic game model to a single agent
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model which is much easier to solve and avoid the computational burden. Thus, any method

proposed in the literature can be used to solve the single agent model.

3.2 Method

Although many methods can be used to solve this single agent dynamic choice model, we rely

on a modified version of the method proposed by Hotz et al. (1994) to recover all parameters

of the model. Since we have a large number of states in our model, using simulations of

value functions allow us to decrease the computational burden. The only difference with

their method, is the computation of the industry steady state. The method is divided in two

steps. In the first step, we estimate the demand and revenue equations. We also estimate a

matrix of state transitions for each possible states in our model, and estimate policy functions.

Using these estimations, we approximate the value function for each possible action in each

observed state. More precisely, we simulate random draws of actions and state transitions

for T periods, and repeat the process with S simulations. We average the S simulations to

have an estimate of the value function. In the second step, we estimate the cost parameters

using our approximation of value functions.

4 Data

4.1 Mobile games

We restrict our sample to mobile games for several reasons. First, the estimation of the

demand side equation (2) requires to have a precise definition of markets and substitute

apps. Leyden (2019) shows that all non-game applications are not direct competitors, even

among apps in the same category. Moreover, some non-game apps are complements to other

services or products and do not compete directly with other apps in the market. In that case,

the demand for the app do not reflect apps’ competition but rather a competition between

services or product in another industry. For example, the choice to download a particular

bank app rather than another is not related to the app characteristics, but rather to the
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individual’s choice of a bank made before installing the app. Another issue with non-game

apps is to know whether the data collected is strictly necessary for its functioning. For

example, GPS apps need to collect the consumer location to operate, and developers have no

other choice than collecting and use this data. The choice of the data collection in that case is

no longer a strategic behavior. Estimating the demand model with non substitute apps could

lead to biased estimates. We argue that these issues are less a concern in the mobile game

industry. First, all mobile games are used and downloaded for an entertainment purpose

making them all potential substitutes. Second, data collection is almost never necessary for

its functioning. We drop games from our dataset for which the data collection is mandatory,

such as PokemonGo

4.2 Sample

Our sample is composed of mobile games commercialized on the Google Play Store. We

construct our dataset using scrapped data from the Google Play Store and AppTweak. It

includes free games appearing at least once in the top 500 mobile games between September

2015 and March 2021 in Canada, France, Germany or in the US. For each app in our sample,

we observe its characteristics3 but also the number of downloads and the revenue from in-app

purchases by country, each day. We also know which consumer data are collected through

the game, and we observe changes in the data collection of the game. Our model requires

to define the actual quality qjt and the data collection DCjt. As a measure of the actual

quality of the game, we use the average of new grades of the game j during the period t4.

These grades are left by the users who downloaded the game and range from 1 to 5 where 1

is the worst rating. As a measure of the data collection, we use a dummy variable equal to

one if the game collects the identity5, the location6 of the user, or both of them. Although

other type of personal data are collected by games, the identity and the location represent

3Observed characteristics are those displayed on the google page of the game.
4We only take grades left by consumers during the period t
5Refers to the permission ”read phone status and identity” on the Google Play Store
6Refers to permissions ”precise location (GPS and network-based)”, ”approximate location (network-

based)”, ”access extra location provider commands” and ”mock location sources for testing” on the Google
Play Store

12



a large share of collected data7. We decided to define the period t at the month level, and

aggregate our data to the month. Our measure of the actual quality is based on grades left

by consumers. For smallest games in our dataset, the number of grades by day or week is

very low and do not necessarily reflect the quality of the game. It would be very imprecise

to measure the state transition of the actual quality with daily or weekly data.

Table 1: Descriptive statistics

Mean Std. Dev. Min Max

Revenue (x1000) - Rjt 374 1594 0.003 37207
Downloads (x1000) - dljt,t 91.7 148 0.003 2200
Grade - qjt 3.91 0.949 1 5
Data collection - DCjt 0.26 - 0 1
Update - Updatejt 0.55 - 0 1
Ads 0.89 - 0 1
Obs. 42174

Rjt and dljt,t are the total revenue and number of downloads of the four
countries.

Table 1 presents some descriptive statistics. The average revenue of an app is close

to $374000. However, revenues are extremely heterogeneous between games. A game is

downloaded 91700 times by month in average, and the spending in in-app purchases by

download is around $4. Th average grade of an app is close to 3.91. 26% of games are

collecting the identity, the location of consumers or both of them. Finally, in our dataset,

89% of games display ads. Our dataset also includes the category of the game.

5 Estimation methodology and results

5.1 Demand

We estimate the demand equation (3) to recover parameters αc and values ξjtc. In our

model, αc is the privacy sensitivity of consumers. To obtain an unbiased estimate of the

privacy sensitivity of consumers, we need to ensure that DCjt is uncorrelated to unobserved

7Any other permissions are used by less than 1% of games
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characteristics ξ̃jtc in our estimation. Most of unobserved characteristics of mobile games

are invariant from a period to the next one and the only way for developers to change these

unobserved characteristics is to update the game. We take advantage of that to control for

time-fixed unobserved characteristics. Following Leyden (2019); Sweeting (2010) we assume

an AR(1) process on the error term:

ξ̃jtc = ρξ̃jt−1c + µUpdatejt + σjtc (11)

where ξ̃jt−1c are unobserved characteristics of the previous period and σjtc is an i.i.d mean-zero

shock. With this specification, ξ̃jt−1c controls for time-fixed unobserved game characteristics

and Updatejt controls for a change in those characteristics, but also in search costs as ex-

plained in section 2. In addition, we use Arellano & Bond (1991) instruments on the data

collection variable. More precisely, we instrument the data collection at time t by the data

collection at time t−2. We estimate the demand model using non-linear least square (NLLS)

and two stage non-linear least square (TSNLLS) models.

Table 2 shows the results of the demand estimations. Coefficients associated to DCjt

variables in the table are our estimates of αc. Our estimated coefficients show a negative effect

of data collection on demand for the product in France, Canada and Germany. Nevertheless,

the privacy sensitivity of consumers in Canada is lower than in France and Germany. In the

opposite of these results, we do not find any evidence of a privacy sensitivity of consumers in

the US. Both estimations mostly show the same results. The only difference is the magnitude

of the coefficients where the use of instruments increases the negative effect of data collection

on demand. This change can be explained by a bias introduced by the unnecessary use

of instruments or because the instruments controls for additional unobserved characteristics.

However, magnitudes are quite similar, and statistical significances and the privacy sensitivity

ranking among countries are similar. Our results also show a large coefficient ρ meaning that

unobserved characteristics are highly correlated and invariant from one period to the next one.

Finally, coefficients associated to the Updatejt variables indicate that an update increases the
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Table 2: Demand Estimation

NLLS 2SNLLS

DCjt - fr -0.0210 *** -0.0305***
(0.0055) (0.0089)

DCjt - de -0.0211*** -0.0299***
(0.0058) (0.0087)

DCjt - us -0.0011 -0.0064
(0.0054) (0.0084)

DCjt - ca -0.0104** -0.0173**
(0.0056) (0.0084)

qjt 0.0260*** 0.0258***
(0.00130) (0.00134)

adsj -0.0090** -0.0087***
(0.0044) (0.0039)

Updatejt 0.0469*** 0.0470***
(0.0011) (0.0025)

ρ 0.9427*** 0.9426***
(0.0011) (0.0010)

Category FE Yes Yes
Time FE Yes Yes
Country FE Yes Yes
Obs. 118981 118981

Bootstrap standard errors.
P-values: *** <0.01, ** <0.05 * <0.1.

Dependent variable: log
(

Sjtc

S0tc

)
unobserved quality of the game. The release of a new version of the game allow developers

to implement new features, to improve the existing ones and to correct bugs. In that case

updates can increase the quality of the app, and consumers have access to some information

about that through ratings, reviews and the description.the search cost for consumer The

update also reduces consumer search costs as discussed in section 2 and developers internalize

it during the decision-making Comino et al. (2019).
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5.2 Revenues

Unfortunately we do not have the data to model the revenue of the developer. First, all our

games are free to download. We cannot model the competition in price which is standard

in demand-supply structural models. Second, we don’t have any data about the per con-

sumer spending in in-app purchase and the number of active users. Without these data, it’s

impossible to properly build a revenue equation. Instead, we estimate app revenues using a

reduced form equation:

log(Rjtc) = ϕ0 + ϕ1clog(dljtc,t) + ϕ2clog(
4∑

τ=1

dljtc,t−τ ) + ϕ3clog(
8∑

τ=5

dljtc,t−τ ) + ϕ4qjt + ϵjtc (12)

With this specification, the revenue is a function of actual and past downloads. A consumer

downloading a game now can still spend money to the game in future periods. Our specifi-

cation implicitly assumes that after 9 months consumers no longer bring money to the firm.

We sum revenues from periods t − 1 to t − 4 and t − 5 to t − 8 to avoid multicollinearity

issues. We also allow the actual quality to have an effect on revenues. Consumers are likely

to spend more money to higher quality games. We estimate the previous equation with an

OLS.

Table 3 shows the result of the revenue estimation. Results show that an increase in the

number of downloads increases the revenue of the app. We also find that the per-download

spending is decreasing with the time. We explain this result by a decreasing number of users

over time but also because active users already bought additional features in the past. Our

results also show that per consumer spending is higher in the US than in other countries.

Finally, the actual app quality increases consumers’ spending in the app. Using equation (4)

we can compute the total revenue of the game.

5.3 Policy functions

To solve the dynamic agent model we need to recover the probability of each action P (ajt|ωjt−1c).

In our specific case, we can’t estimate directly the probability to change the data collection
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Table 3: Revenue estimation

dep. variable : log(Rjtc)
Coefficient std. err.

log(dlt,t) 0.5356*** (0.023)
fr -0.0082 (0.034)
de 0.0655* (0.035)
us 0.1674*** (0.043)

log(
∑t−1

τ=t−4 dlt,τ ) 0.2545*** (0.031)
fr -0.0210 (0.045)
de -0.0020 (0.047)
us -0.0670 (0.058)

log(
∑t−5

τ=t−8 dlt,τ ) 0.0962*** (0.021)
fr 0.0085 (0.030)
de 0.0139 (0.032)
us 0.0067 (0.039)
qjt 0.0304*** (0.008)
ads -2.1405*** (0.020)

Category FE Yes
Time FE Yes
Country FE Yes
R2 0.45
Obs. 118981

Robust standard errors
P-values: *** <0.01, ** <0.05 * <0.1.
Reference group for log(.) variables are the
Canada (ca)
Coefficients and standard errors associated to
variables fr, de and us are interaction effects.

of the game because we rarely observe this decision. Instead, we estimate the probability of

collecting data P (DCjt|ωjt−1c) and updating the game P (Updatejt|ωjt−1c). Using estimated

probabilities, we compute action probabilities using the following formulas:

P (kjt−1 → k′jt & Updatek
′

jt|ωjt−1c) = P (DCjt = k′|DCjt−1 = k, ωjt−1c)

P (Updatekjt|ωjt−1c) = P (Updatekjt|ωjt−1c)− P (kjt−1 → k′jt & Updatek
′

jt|ωjt−1c)

P (∅jt|ωjt−1c) = 1− P (kjt−1 → k′jt & Updatek
′

jt|ωjt−1c)− P (Updatekjt|ωjt−1c)

(13)

where kjt ∈ [ndcjt, dcjt] and k
′
jt the alternative to k. We estimate probabilities of collecting

data and updating the game using logistic regressions. As denoted in our previous equations,
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probabilities are estimated conditionally on the state of the game.

Table 4: Empirical policy function

DCjt Updatejt

qjt−1 -0.2880 -1.0582***
(1.176) (0.337)

q2jt−1 0.1172 0.3837***
(0.387) (0.111)

q3jt−1 -0.0161 -0.0371***
(0.040) (0.011)

DCjt−1 7.5371*** -0.2293***
(0.075) (0.025)

Ads 0.0842 -0.4935***
(0.122) 0(0.036)

Category FE Yes Yes
Time FE Yes Yes
Country FE Yes Yes
R2 0.84 0.06
Obs. 42174 42174

P-values: *** <0.01, ** <0.05 * <0.1.

Table 4 shows the results of policy function estimations. The first column shows estimated

coefficients for the data collection variable. Results indicate that the actual quality of the

game has no effect on the probability to collect consumer data. However, the parameter

associated to DCjt−1 is positive and significant meaning that collecting data at t−1 increases

the probability to continue so in the next period. The second column shows estimated

coefficients for the update decision. In this estimation, we add a control Change collectjt

taking value 1 if the data collection changed between t − 1 and t. Omitting this variable

could lead to biased estimates because updating an app is mandatory when changing the

data collection. Results show that the actual quality of the game has a significant impact on

the updating decision. However, the interpretation of the coefficients is not straightforward

and the relation is complex. Our results also indicates that games collecting consumer data

are less likely to be updated. There are two potential explanations for that. First, as we

will show latter in the paper, the collection and use of consumer data rise costs. Updates

using consumer data not necessarily replace those without consumer data, increasing the
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Figure 1: State transition of the actual quality

1. Expected change in qjt 2. Average effect of updates on expected change in qjt

total cost. Moreover, the use of consumer data can increase the update cost for example

with an increased use of servers and an additional cost of data processing. Second, fewer

updates with consumer data than without consumer data are required to reach the same app

quality. It is a possible explanation if updates with data collection increase more the quality

than without data collection. Using these estimates, we can compute the probability of each

action at each observed state using equations (13).

5.4 State transitions

To estimate state transitions, we use a conditional kernel density estimation. This model

allows us to obtain an estimate of the density of changes in state variable conditional on some

explanatory variables. The use of kernel density potentially allows a positive probability for

each potential state, as defined in our model. Since our model is non-parametric, we use

graphics to show main results of our estimations. To do so, we discretize ξjt and qjt using

equal steps of 0.2. The value of each discretion is equal to the mean between the lower

and upper bound of the discretion. The discretion leads to 20 possible values for qjt and

31 for ξjtc. Until the end, we only use the discrete version of these variables. Figure 1.1.

shows the average effect of actual quality qjt−1 on the expected change of actual quality
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Figure 2: State transition of the perceived quality

1. Expected change in ξjtc 2. Average effect of qjt on expected change in ξjtc

E[∆q] from period t − 1 to t. We find that the expected change in the app actual quality

is strictly decreasing with the app quality. We also find a cutoff at a qjt−1 close to 3.5

where the expected change is zero. This negative relationship is intuitive and found in other

industries (Hashmi & Biesebroeck, 2016). Figure 1.2. shows the effect of an update with

and without data collection, according to the actual quality qjt−1, on the expected change

of actual quality E[∆q] from period t − 1 to t. First, we show that updates always have a

positive effect on the expected change of the actual quality. Second, the average effect of an

update is decreasing with the actual app quality. It implies that it is harder to innovate for

higher quality games. Figure 2.1. is the same as figure Figure 1.1. replacing the actual quality

but the perceived quality on both axis. We find that the expected change in the app perceived

quality is strictly decreasing with the perceived app quality. We also find a cutoff in ξjt−1c

close to 0.3 where the change in perceived quality equals 0. Figure 2.2. shows the average

effect of actual quality qjt on the expected change in perceived quality E[∆ξ]. Our results

show a positive effect of actual quality on perceived quality. This result was expected. First,

some new features introduced in the game can be observed on the Google page of the game

before downloading the game. For example with the description of the game. Second, an

increase in quality should positively impact reviews and ratings from users, partially observed
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before downloading the game. Results also show that effect of actual quality is quite stable

for low-quality app. The result indicates that consumers do not make differences between

low and very low-quality apps. Finally, our results show non-intuitive results for extreme

actual quality apps. Two reasons can explain these results. First, the number of observation

is small for extreme actual qualities leading to non-representative results. Second, apps with

extreme actual qualities have different characteristics than others. In fact, games with a low

number of reviews are more likely to obtain extreme qualities and an unexpected bug in the

app can lead temporarily to an extremely low quality.

5.5 Costs

We define the cost function as follows:

cjt(Updatejt, dljt,t, νjt|θc) = θc1Update
dc
jt + θc2Update

ndc
jt + θc3dljt,t + θc4νjt (14)

The total cost is function of updates with (Updatedcjt ) and without (Updatendcjt ) data collection.

We also allow the number of actual download to affect the cost. In fact, an increase in

users can raise costs because of an increase in computation capacity, push notifications,

storage space to save user profile etc. We assume that the error term νjt is T1 extreme

value distributed, and we add a random coefficient on errors to control for the unobserved

heterogeneity in payoffs.

As detailed in section section 3 we use all previous results to approximate value functions

of each observed state. Using linearity of parameters θc in the cost function, we can write

the value function for a specific action ajt as follows:
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Vj(aj|ωj, ω−j) = Eaj ,ωj ,ω−j

∞∑
t=0

βtRjt

− θc1Eaj ,ωj ,ω−j

∞∑
t=0

βtUpdatendcjt

− θc2Eaj ,ωj ,ω−j

∞∑
t=0

βtUpdatedcjt

− θc3Eaj ,ωj ,ω−j

∞∑
t=0

βtdljt,t

+ θc4Eaj ,ωj ,ω−j

∞∑
t=0

βtνjt

(15)

The advantage of a linear cost function in parameters is that we have to compute only once

the value function. Otherwise, we have to recompute value functions for each guess of θc

during the minimization procedure. We assume a discount factor β = 0.95. We approximate

value functions using T = 100 periods. For each observed states, we simulate paths for each

possible action ajt at t = 0. We simulate random draws of the value function S = 500 times

and average them to obtain an approximation of the value function Ṽj(aj|ωj, ω−j).

With our estimates of value functions in hands, we recover now θc parameters. Since νjt

is T1 extreme value distributed, we can write the probability of action ajt as follows:

p̃(aj|ωj, ω−j, θc) =
exp

(
Ṽj(aj|ωj, ω−j, θc)

)
∑
a′j∈Ak

exp
(
Ṽj(a

′
j|ωj, ω−j, θc)

) (16)

Following Hotz et al. (1994) we look for θc minimizing the squared distance between probabil-

ities of action computed with the empirical policy equations (13) and probabilities estimated

using value functions in equation (16):

θ̂c = argminθc [p̂(aj|ωj, ω−j)− p̃(aj|ωj, ω−j, θc)]
2 (17)

Table shows the result of cost estimates. The first column shows results without the number

of downloads, and the second one with the use of the number of downloads. Results in both
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specifications are quite similar. Our results indicate that the cost to update the game without

data collection is around $12500. The cost of an update with data collection is equals to

$25000. The number of downloads increases costs as expected. However, the magnitude of

the coefficient shows that it’s quite insignificant compared to the cost of an update. We also

find a large random coefficient indicating that heterogeneity in costs and revenues is large.

This result was expected because app revenues are very heterogeneous.

6 Counterfactuals

To answer the main question of the paper, we rely on counterfactual scenarios. Our baseline

is the actual situation of the mobile app industry where developers cannot privacy discrimi-

nate between countries. Our counterfactual scenarios are situations where developer can set

different data collection for different countries. More precisely, a developer can now decide

to create two versions of the same game. One is commercialized in a set of countries and is

collecting consumer data, the other is commercialized in another set of countries and is not

collecting consumer data. However, we let the possibility for developers to commercialize only

one version of the game in all countries. For our counterfactual scenarios, we consider two

sets of countries K ≡ [K1, K2]. Each developer chooses actions ajt, one by set of countries,

maximizing their value functions. We rewrite equation (8) in the case of the counterfactual

scenario:

Vj(ωj, ω−j|θ) =
∑
κ∈K

max
akjκ∈Ak

{
Rjκ(ωj, ω−j|αc, θr)− cjκ(a

k
jκ, Update

DC
j , dlj|ψj, θc)

+ βE
[
Vjκ(ω

′
j, ω

′
−j|ωj, ω−j, a

k
jκψj, θ)

]} (18)

We also change the cost function (14) in our counterfactual scenarios, introducing a ϕjt, a

discount factor on the cost of updates without data collection:

cjt(ψj, Updatejt, dljt,t, νjt|θc) = θc1Update
dc
jt + ψjtθc2Update

ndc
jt + θc3dljt,t + θc4νjt (19)
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where:

ψjt =


Ψ ⩾ 0 if Updatedcjtκ = 1 & Updatendcjtκ′ = 1

1 Otherwise

ϕjt represents the scale economy of updating the game without data collection while you also

update the other version of the game with data collection. In fact, with two versions of the

same game, developers have incentives to introduce features not requiring consumer data in

both versions because he only has to pay once the development of the update. However,

there is a potential cost to introduce the new developed feature in each version justifying

that Ψ not necessarily equals to 0.

We consider two counterfactual scenarios. First, the developer can create a version of the

game for the US and another one for Canada, France and Germany. Even though isolating

the US only is not a credible policy recommendation, this scenario is particularly interesting.

As shown previously, the US is the country with the highest revenues and revenues per

consumer, but is also the country with the lowest privacy sensitivity of consumers. Second,

the developer can create a version of the game in the US and Canada and another one in

France and Germany. This scenario is probably more credible since the privacy regulations

are done by the European Union. For each scenario, we consider 3 cases Ψ ∈ [0, 0.5, 1]. We

compute the percentage change, from the baseline to the counterfactual, in consumer surplus,

firm surplus, average actual quality of apps and the average number of consumers sharing

their data.

Table 5 shows the result of our counterfactual analysis. For the case of Ψ = 1, in both

scenarios, the consumer surplus (CS), firm surplus (FS) and the average of actual quality

game (qjt) are similar to the baseline. However, there are changes in the number of consumer

disclosing data (DCjt). In the scenario isolating the US, the number of consumer disclosing

data is decreasing by 5.6% in Canada, 16.2% in Germany and 9.23% in France. However, we

observe an increase in the US by 1.57%. In the scenario where the discrimination is possible

between North America and Europe, the number of consumer disclosing data increase by
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Table 5: Counterfactual results

Ψ = 1 Ψ = 0.5 Ψ = 0
%∆CS %∆qjt %∆DCjt %∆CS %∆qjt %∆DCjt %∆CS %∆qjt %∆DCjt

CA 0.00 -0.00 -5.6 0.01 0.00 -17.3 0.28 0.09 -88.2
US vs. DE 0.00 -0.00 -16.2 0.03 0.00 -37.1 0.51 0.16 -93.0
FR,DE,CA FR 0.00 -0.00 -9.23 0.06 0.00 -40.6 0.88 0.15 -94.6

US 0.00 0.00 1.57 0.2 0.00 6.5 0.08 0.03 75.0
%∆FS 0.00 1.39 2.30

CA -0.00 0.00 2.16 0.07 0.00 -14.9 0.33 0.08 29.7
US, CA vs. DE 0.00 0.00 -3.47 0.03 0.00 -28.5 0.33 0.10 -93.0
FR, DE FR 0.00 0.00 -1.28 0.00 0.06 -35.7 0.70 0.09 -95.5

US 0.00 0.00 1.56 0.09 0.01 -21.9 0.28 0.09 13.3
%∆FS 0.00 1.31 2.65

Baseline scenario is the non-discrimination case.
All results are in % change from the baseline.

2.16% in Canada, and the decrease in France and Germany is lowered compared to the other

scenario. These results confirm the hypothesis that because of the non-privacy discrimination,

some developers collect consumer data in France, Germany and Canada while they would

prefer not. We now consider the case with scale economies on the update without data

collection (Ψ > 0). Our results show that an increase in the scale economy rises consumer

and firm surplus and the average product quality in all our countries. In the extreme case

where Ψ = 0 and there is a discrimination between North America and Europe, firm surplus

increases by 2.65%. The consumer surplus increases by 0.33% in Canada and Germany,

0.7% in France and 0.28% in the US. The average game quality approximately increases by

0.09% in all countries. Finally, the number of consumers disclosing data decreases by 93%

in Germany and 95.5% in France. However, it increases by 29.7% in Canada, and 13.3% in

the US.

7 Conclusion

In this paper, we show that competitive markets can be used to measure the privacy sensitiv-

ity of individuals. Using the substitution between products, and controlling for all potential

unobserved characteristics, we show that the data collection decreases the demand for the

product. Our results indicate that the privacy sensitivity is heterogeneous across markets.

Consumers in France and Germany are more privacy-sensitive than in Canada and the US.
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Moreover, we don’t find any evidence that collecting consumer data in the US decreases the

demand for the game. Such measure of the privacy sensitivity has the advantage to not be

biased by the privacy paradox. In fact, this estimate is built on consumers’ decisions but not

on intentions to protect their privacy. We emphasize that this measure can be replicated on

any other competitive industry where the use of data is not mandatory.

The second contribution of our paper is about privacy discrimination. Our results show

that in case of non-discrimination in privacy, heterogeneous markets can lead to some ineffi-

ciency. More specifically, all markets are suffering from a decrease in consumer surplus, firm

surplus and average product quality when a leading market captures a high part of profits

and their consumer are non-privacy-sensitive. We also find that the non-privacy discrimi-

nation in this case decreases consumers’ privacy in the smallest countries, but it increases

in the leading country. Allowing firms to privacy discriminate between market or groups of

markets can lead to benefits in terms of consumer surplus, firm surplus and average product

quality. Moreover, privacy in markets where individuals are privacy-sensitive increases with

a well-defined privacy discrimination.

Specifically to the mobile app industry, we show evidences that the European Union

should regulate the industry to allow the privacy discrimination with other countries. It

will necessarily increase the privacy of their consumers without ever harming the consumer

surplus, firm surplus and the average product quality. Although this privacy discrimination

doesn’t harm surplus and product quality in the US and Canada, it decreases privacy of

their consumers. One might emphasize that the decrease in privacy is not serious since

the consumer surplus does not decrease. However, consumers probably underestimate the

potential costs of disclosing data, such as data leakage and risks of identity theft. If such

unexpected costs are high, a regulation of the privacy discrimination by the European Union

can decrease the consumer surplus in the US and Canada, and could lead to divergent interests

between the European Union and countries in North American.
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